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RESUMEN

El malware Mirai se ha consolidado como una de las amenazas mas significativas a
nivel global, debido a su capacidad para comprometer dispositivos IoT y conformar extensas
redes de bots utilizadas en ataques de denegacion de servicio distribuido (DDoS). Desde su
aparicion en 2016, Mirai ha evolucionado generando multiples variantes con capacidades
cada vez mas sofisticadas en cuanto a evasion, persistencia y explotacion, lo que dificulta su
mitigacion.

Con el objetivo de reducir la propagacion del malware Mirai en dispositivos IoT, se
analiza su comportamiento, las técnicas de propagacion que emplea, asi como sus distintas
variantes, con el propoésito de fortalecer la seguridad y prevenir posibles ataques.

Para su estudio, se llevd a cabo un analisis tedrico sobre el funcionamiento del
malware, complementado con una evaluacion practica en entornos controlados mediante el
uso de sandboxing y honeypots, lo que permitié observar su comportamiento real sin
comprometer infraestructuras legitimas. Ademas, se valoraron herramientas de deteccion y
mitigacion como Wireshark, Suricata, Snort y Cuckoo Sandbox, con el fin de establecer
recomendaciones sobre su aplicacion en entornos con dispositivos [oT.

Este trabajo busca generar conocimiento técnico y proponer estrategias efectivas de
deteccion y mitigacion, contribuyendo asi a mejorar las practicas de proteccion en entornos

digitales vulnerables.
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ABSTRACT

Mirai malware has become one of the most significant global threats due to its ability
to compromise IoT devices and form extensive botnets used in Distributed Denial of Service
(DDoS) attacks. Since its emergence in 2016, Mirai has evolved, generating multiple variants
with increasingly sophisticated capabilities in terms of evasion, persistence, and exploitation,
which complicates mitigation efforts.

In order to reduce the spread of Mirai malware in [oT devices, this study analyzes its
behavior, the propagation techniques it employs, as well as its different variants, with the aim
of strengthening security and preventing potential attacks.

For this purpose, a theoretical analysis of the malware’s operation was conducted,
complemented by a practical evaluation in controlled environments using sandboxing and
honeypots. This allowed the observation of real-world behavior without putting legitimate
infrastructures at risk. Furthermore, detection and mitigation tools such as Wireshark,
Suricata, Snort, and Cuckoo Sandbox were evaluated to provide recommendations for their
use in environments with [oT devices.

This work aims to generate technical knowledge and propose effective detection and
mitigation strategies, thereby contributing to the improvement of protection practices in

vulnerable digital environments.
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