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RESUMEN

El presente proyecto consiste en detectar ataques informdticos a un servidor de banca
web en linea con diversos hosts conectados en la misma red, para ello se creard un
laboratorio, donde se instalard el servidor web, clientes, firewall y SIEM Wazuh. Este ser4 el
encargado de monitorear y notificar eventos y ataques comunes como denegacion de servicio,
inyeccion SQL, XSS, malware y fuerza bruta. Se analizar4 la eficacia de Wazuh ante
diferentes ataques, su facilidad a la integracion con otros componentes de seguridad
(firewalls, antivirus, notificaciones). Se realizardn pruebas controladas para simular ataques,
y se analizard la capacidad de Wazuh para detectar y alertar sobre estos incidentes,
proporcionando informacion detallada sobre cada evento.

Ademads, se proporcionardn recomendaciones para optimizar el rendimiento de Wazuh
y se analizard su escalabilidad para diferentes entornos de red. Este enfoque integral permitira
evaluar Wazuh como una solucién SIEM, eficaz para mejorar la seguridad de una
organizacion, emitiendo un informe sobre los ataques que han sido reconocidos y notificados

por Wazuh.



ABSTRACT

The present project consists of detecting computer attacks on an online web banking
server with various hosts connected to the same network. For this purpose, a laboratory will
be created, where the web server, clients, firewall and Wazuh SIEM will be installed. This
will be responsible for monitoring and reporting common events and attacks such as denial of
service, SQL injection, XSS, malware and brute force. The effectiveness of Wazuh against
different attacks and its ease of integration with other security components (firewalls,
antivirus, notifications) will be analyzed. Controlled tests will be carried out to simulate
attacks, and Wazuh's ability to detect and alert about these incidents will be analyzed,
providing detailed information about each event.

Additionally, recommendations will be provided to optimize Wazuh's performance
and its scalability for different network environments will be analyzed. This comprehensive
approach will allow Wazuh to be evaluated as a SIEM solution, effective in improving the
security of an organization, issuing a report on the attacks that have been recognized and

reported by Wazuh.



